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Security and Safety (Sicherheit)

Security:

Protection of the
system against
unauthorised access

CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=4069588

Safety:

Protection of the
environment from
system effects
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Functional Safety is State of the Art

Xilinx supports Functional
Safety with a lot of
activities and tools

Methodologies

& XILINX

Software

By

SoC & FPGA

VIVADO!

HLx Editions

Certified
Development Tools

Reference Design &
Ecosystem Partners

Certification Authorities

Source: £ XILINX
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Devices are Developed under Functional Safety Aspect

Safety architecture of Zynq UltraScale+

Graphics Processing
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Source: £ XILINX
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Carthicason Man:
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Source: & XILINX
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Functional Safety Lounge

For more information visit the
Functional Safety Website:

https://www.xilinx.com/safety

For Toolchain Certificates,
Functional Safety Assessment
Reports and much more you
can register to the:

Functional Safety Lounge

Functional Safety Lounge

Zynq
Overview ISE / Vivado 7-Series UltraScale+ Miscellaneous

Announcements:

Xilinx has received the Certificate Z10 16 11 84605004 from Tuv SUD for the FPGA Programming Tool Chain of the Vivado
Design Suite 2015.2, for Safety Related Development on November 10, 2016.

e i -
IgScientific. e

EMEDICAL _ALCRON Certificate
Microblaze

Compiler

Tool Chain

2016.2
L3
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The Unfortunate Truth Driving Security Adoption

Security
Feature C?)EECUBT;S
Request
!
No. Too Big Mol Theo

Costly

Security

Hock believer.

O hyer Features s Socunty Features Source: i: XILINX?
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The Evidence: | New Mirai malware variant targets signage
TVs and presentation systems

Security researchers spot new Mirai botnet with an enhanced arsenal of loT exploits

Silex Malware: p

by Michae| sc

eadly New Virus Brick

T ———

hachter on July 2, 2019

S 1000s

Source: & XILINX?
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Defining Security

INFORMATION
ASSURANCE (IA)

Protecting customers
information/data using
cryptography and other
means

ANTI-TAMPER (AT)
Protecting customers |P
(Reverse Engineering,
Cloning, etc.)

TRUST

Silicon, software, firmware
and P is ‘trojan-free”

Source: £ XILINX?
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Responsibilities

Application

Customer
Responsibility

Hypervisors, Microkernels, TrustZone,

Digital Signatures, User Passwords, Tokens,
Biometrics Role-based Accounts, etc.

Isolati.on Desi.gn,FIow Protections, Shart::-:.l'
Security Monitor, etc. Responsibility
Asymmetric/Symmetric Authentication,
AES Crypto, DPA Protections, etc.

Xilinx
Security Critical Redundancy, Responsibility

JTAG Protections, Environmental Monitors,
Tamper Detection/Penalties, etc.

World Class Best Practices, Authorized Suppliers,
Blind Buys, Anti-counterfeit, etc.

Source: &£ XILINX?
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Security Feature Overview

Virtex-5 Spartan-8

Artive Security Features

Internal Configuration Memory R/W Access
Pragrammable Logic SEU (Health) Checking
Dynamic ITAG Disable/Monitar

Secure Programmable Logic Clock Source
Internal AES Key Clear

Global 3-state/Set-reset (GTS/GSR)

On-chip Temperature/Voltage Monlitors & Alarms
Unique Identifiers (Device DNA & User eFUSE)
P ITAG Disable (i Ity

Secure BBRAM Key Agility in the Field
Mon-volatile Tamper/Maintenance Logging
Permanent Decryptor Disable

User Accessible Crypte Accelerators

Progs ble Tamper R

Secure External Data Storage (via PUF)

Public Key Revocation/Replay Protection
ARM TrustZone

ARM vE Cryptography Extensions
Memory/Peripheral Protection Units (XMPU/XPPU)
AXI/APS 1solation Block (AIB)

System Memory Management Unit {SMMU)

Virtex-& | )-Serles | Zynq-7000 | UltraScalef+ | Tyng US+

(65nm) {a5nmj | 80w ) (28nm) (28nm) (20/16nm) {16nm)

¥ v v v v v v

v s v v v ' v

v v s < v v v

v L4 L' v v 4 v

v v v v v ¥ iveity ¥ ety
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& - v v v L '

ik x x x x v v »

= - I x x v v g

x - x x x i v 3
8 = B

- ko x x x v ® =

i - x x x Ed s E

= ES x x x x e

£ S x x 1 ] v

nfa nfa n/a nfa x ® o
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wa na na nfa x na v

wa nfa wa nfa " nfa s

Source: £- XILINX?

12 2/7119

mle

27



Security Feature Overview

Passive Security Features

Virtex-5 Spartan-6 | Virtex-6

7-Series

2ynq-7000 | UltraSeala/+

(20/16nm)

Zyng US+

(65mm) {45am) [#0nen)

(28nm)

(28nm)

[16nm)

| Vector Floating |

ARM Point Unit

Cortex™-R5 | Memory Protection |
Unit |

UsB20

128KB 32KB |-Cache || 32KB D-Cache
TCM wECC WECC WECC 1

Confidentiality w/ AES-256 v cicmose ¥ CBCMode ¥ cBCMode ¥ CBCMode ¥ CBC Mode ¥ covmede ¥ GCM Mode
Secure AES Key Storage (BERAM /e FUSE) v BBRAM Only v v v v v v
Readback Disable v g v v v & v
Symmetric Authentication x x Youmac Y eMac Y uMac YaEsGoM v ABsGoM 2
Asymmetric Authentication x * * x Y rsn2me Y RsA2ME ¥ RSA40% g
Permanent JTAG Disable x *® ® = 'l ' v E
DPA Resistance x ' x x x v v 2
Permanent DFT Disable * * x x x v v @
Obfuscated Key Storage *® = x x x v v
Encrypted (black) Key Storage (via PUF) x * x x x ® v
Secure Boot/Configuration Clock Source x x x x x x v
Source: & XILINX?
13 21719 I I l-I_e
Zynq Ultrascale+ Architecture
Processing System
Application Processing Unit System High-Speed AES-GCM RSA
Functions
ARM® ETE
Cortex™-A53 ‘ | Fosing ot Unt. | ki SHA3 V/T Manitor
KB 2B Memory || Empedded 32/64 bitw/ ECC
\Cache | D-Cache ﬂuanagmsnl Trace
wiPanty WwECC Unit Macrocell l—_|PCie01 0720 PUF S
. r
RERaITe (Physically >ecure
unclonable Bl
] = General Connectivity H
Real-Time Processing Unit B function) Loading

Programmable Logic

Storage & Signal Processing
Block RAM

UltraRAM

DSP

High-Speed Connectivty |

GTH
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Arm TrustZone - Hardware Enforced Isolation

Secure
(Trusted)

Non-Secure
(Untrusted)

)
c
@)
N
+—
(V)]
)
| -
|_

> Secures the AXI bus for read and write transactions
> AXPROT[1] - AXI Read or Write
> '0"- Clear for secure transactions
» 1" - Set for non-secure transactions
> Propagated from the Application Processing Unit (APU) to the Programmable Logic
(PL)
> Applicable Xilinx Labs
> Functional and Physical Isolation Within the Programmable Logic (PL) of the Zynq
UltraScale+ MPSoC
> Functional and Physical Isolation Within the Processing Subsystem (PS) of the
Zynq UltraScale+ MPSoC

- mile

Arm TrustZone - Hardware Enforced Isolation

ARM TrustZone®

Partitions SoC into Normal World and Secure World

Non-Secure (NS) bit (bit 0) in the Secure
Configuration Register in CP15

Normal Security Configuration Regmty—. Security Configuration Regis

World ‘ (\|1 | World ‘ (\| 0 |

L 2-Cache L2-Cache
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Interrupt
Controller ‘

Interrupt
Controller

Linaro
connect

Bancko< 2018

System Bus System Bus

Source: https://www.slideshare.net/linaroorg/bkk16110-a-gentle-introduction-to-trusted-execution-and-optee
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Arm TrustZone - Hardware Enforced Isolation extended in PL

The secure functions can be extended into the
Programmable Logic:

Application

> The Arm TrustZone regulates the access to
this resource by checking if the request
comes from a trusted or untrusted source

> Xilinx Isolation Design Flow (XIDF) ensures ARM Trustzone
the function is physically isolated and can
not be tempered by closeby IP cores

PL

Safety Critical Application

Implemented View

Isolatod Functon #1

SotyCota | | 5008 Contlfuncton
Functon

(Landog Guar?,
rsom 8577

Veroprcenssr

Trusted
Application

Custom IP

s |

Isoated Functon 82
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Security Starts with "Power on"

(BLn)

Boot Loader Stage n

1. " Release CSU ' PMU 1
| PMU Reset Config Mgr (XILFPGA, XILSECURE), Framework, Warm-Restart, etc. 1
L - ' RAM !
_______ 1
_——— P
I csu FSBL | CSU !
Lo (Auth+Enc) ! RAM i
_______ 1
roT T T 1
——— 1 I
I 1 Load Auth+Enc PMU FW; Load Auth ATF; Load Auth+Enc Trusted FW; Load Auth+Enc ! :
1 1 Bitstream, Load Auth U-Boot; Needs to run out of OCM for Security Reasons ' OCM !
1 1 1 |
1 I Needs to run out of OCM for Security Reasons ]—: E
! 1 mmmmmmmmmmn s
| 1 i 1
I APU BL3-2 Includes Trusted OS and Trusted Applications ]_: 1
| 1 b 1
1 I \\\ Uboot P . . i : :
| BL3-3 Authentication is done in external memory; Too large for internal ]
1 1
! : \\ Authentication Is done in external Too large f l JRISLEStediy
uthentication is done in external memory; Too large for
I ! internal . Memory !
. : :
——— 1 1
I RPU | Assumption: Executes out of a combination of int/ext memory ]—: ]
|_ -— 1 1
i |
L. 1
| PL 1 H:[| [ PL Programmed and Operational - loaded by FSBL instead of Uboot since] i~~~ "~ "7
L Uboot operates out of DDR and is not as secure I CRAM
18 21719 I I lle
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OP-TEE

> What is OP-TEE?
> OP-TEE is a Open Platform Trusted Execution Environment
> Utilizes arm TrustZone to isolate Hardware
> Utilizes Exception Levels to isolate Software

> Why OP-TEE or why Software Isolation?
> To minimize attackable surface
> Add another Layer of security between the adversary and your keys

- mile

Real World Application

> Trusted Touch Screen
> Touch screen get elevated to secure HW
> Data processed in secure world

> Secure Storage
> Encrypt/Decrypt algorithms run in trusted world
> Encrypted data stored in untrusted world

> Secure Communications

> Data comes in from an untrusted source that gets - -
authenticated in the trusted world fﬂ:
. m'|_e
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Quick Look at Zynq Ultrascale+ Architecture

Processing
OP-TEE utilizes following parts of a Xilinx Zynq Appliation Processing Uri oy System High-Speed
. = . Functions Connectivity
Ultrascale+ device: P |
Mutchannel DMA r—ustT—H
: [rsAAsT |
> ARM Cortex A53, ArmV8 wor Fosas, | | | [PG®T0720 |
> Internal Memory (OCM / TCM) coarg oo || | R
> Configuration and Security Unit
>

Indirectly PMU for ATF

o mle

TEE Software Components

> Secure Monitor - ATF
> Handles switching from the non-secure state to the secure state and vice versa
> Called via a Secure Monitor Call (SMC) exception
> Operates at EL3

> Trusted Operating System
> Handles secure device drivers
> Loads trusted applications and schedules their operation
> Operates at secure exception level 1 (SEL1)

> Trusted Applications

> Runs in the trusted OS to safely deliver trusted services to untrusted applications
> Called via a TEE driver running in the non-secure kernel or hypervisor
> Operates at SELO

2 2719 m-I'e
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Enhancing the TEE on Zynq UltraScale+

NON-SECURE SECURE ~

a ELO Application Application Application Application A;)T;;‘I-\':;iim A;;;\L\l:;er:m SELO Lﬁ
] m
> EL1 OP-TEE OS SELT o
- 3
S EL2 &
=
Q.
(O]
<
wOEL3 ATF (Secure Monitor Firmware)
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]
]

o m
)
Peripherals
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Joint Xilinx/ MLE Demo: Secure Storage

Generate New Data

(append data ID) Regenerate PUF Key Encrypt Data

Write Encrypted BEELLEWEN ]
Data to External Decrypt Data from
Memory External Memory

Invoke Penalty
Data Safe for Use (Burn user eFUSE)

- mile
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Secure Storage Demo

Non Secure World

Secure World
ELO Trusted Application
Secure Demo App ; Secure Demo SELO =
User Space DiEEET . o
- 4 svc 2
— (&)
w Linux PY
o EL1 —
2 TA OP-TEE OP-TEE OS
9 Kernel Space Description  pesign Driver SEL 1 c
5 4 :
2 ol XPPU/
[J] = onfig
o ! EL2. SMC 5 XMPU conf
i ypervisor o
Z
[¥a]
EL3
Secure ATF (Secure Monitor Firmware)
Monitor
25 2/7/19 I | I1e
Generate New Data
Generate PUF Key
Encrypt Data
Write Encrypted Data
to External Memory
Read back and
Decrypt Data from
External Memory
Data Safe for Use
26 2/7/19
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OP-TEE Functionality OE-TEE SP-TEE
. . ree y MLE

FunCtIonallty OP-TEE Basic functionality X X

Trusted Applications X X

Secure Paging X X

Testsuite X X

AES-GCM (hardware accelerated) - X

RSA (hardware accelerated) - X

SHA3 (hardware accelerated) - X

Physical Unclonable Function (PUF) - X

eFuse programming - X

Secure Bitstream Loading - X

Performance Measurement - X

Custom PL Functions - X

- mile

Evaluation/Test Hardware Production

)

__.ux|=

Ultra96 V2 (~$250) Special Order Code to ensure
entropie of PUF

- mile
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Documents

Security Guidance for Zynq UltraScale+:
- XAPP1323 Developing Tamper Resistant Designs with Zynq UltraScale+
Automotive Standards:

- Auto-ISAC (Information Sharing & Analysis Center)

- ISO 21434 (Draft): Road vehicles - Cybersecurity engineering

- SAEJ3101 - Requirements for Hardware-Protected Security for Ground Vehicle Applications
- SAE 3061 - Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

Security and Safety landing pages from Xilinx:

www.xilinx.com/security
www.xilinx.com/safety

- mle

Contact Information

Missing Link Electronics GmbH
Neu-Ulm, Germany
Phone DE: +49 (731) 141149-0

Missing Link Electronics
Web: http://www.MLEcorp.com/security

Email: sales-web@mlecorp.com
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