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TCP/IP for Real-Time 
Embedded Systems

The Good, The Bad, The Ugly
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MLE Mission: “From Software to Silicon!”
High-Performance (Embedded) Compute & Connected Systems-of-Systems need “Offload 
Engines” for better performance, lower and deterministic latency and improved energy 
efficiency. 

Focus on standards such as PCIe, NVMe, Ethernet, TCP/UDP/IP, TSN.
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Multi-Gigabit Real-Time Networking
Market & Technology Forces

6G Radio Integrated 
Communication and 
Sensing (ICAS)

Zone-Based In-Vehicle 
Networking (Auto/TSN)

100G Real-time Backbone 
for Virtualized PLC 
(Robo/TSN)
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Work Motivation

Systems-of-systems
● AI inference using high-data-rate sensors (Camera, Radar, Lidar)
● Tightly-coupled: i.e. distributed processing with microservices
● Loosely-connected via networks (which continuously are the bottleneck)

Need to optimize 
● for power / energy efficiency
● for throughput
● for (deterministic) latency and real-time delivery

Domain-Specific Architectures:
● “Offload” (protocol) processing but yet adhere to (defacto) standards and APIs
● Make networks more deterministic and Time-Sensitive 
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TCP - The Good
● Very well known protocol, mature (50 year anniversary)
● Reliable, scalable, packet transport
● Ubiquitous use in networking: LAN, WAN, WiFi, 3GPP mobile
● Stream-based with backpressure

⇒ Allows to implement self-synchronized dataflow processing systems
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TCP - The Bad

● Large compute burden for TCP in SW
● Different behavior across different 

implementations

● However, TOEs (TCP Offload Engines) 
and TCP Full Accelerators exist
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Netperf TCP_STREAM Results - CPU Load

Tx Side Rx Side
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Netperf TCP_STREAM Results: Efficiency 

Tx Side Rx Side
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Benefits of PC-Side TCP Full Accelerators 
With PC-side TCP Full Accelerators:
● All PC CPU cores can fully be used for 

sensor data processing
● Round-trip time (RTT) is minimal, so only 

small Tx buffers are needed in the 
sensor-side FPGA

● All data streams between sensor and 
server can be prioritized using QoS, 
scheduling, traffic shaping etc

● Optional in-network processing with IEEE 
1588-2019 HA PTP

Unaccelerated PC:
● Precious CPU cores are consumed for 

network protocol processing
● Round-trip time (RTT) is high which eats up 

BRAM resources in the sensor-side FPGA
● TCP scheduling and congestion control 

restricted to Operating System capabilities
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TCP - The Ugly

Courtesy of John Ousterhout, Stanford University
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Alternatives for Systems-of-Systems: Homa

Courtesy of John Ousterhout, Stanford University
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Alternatives for Systems-of-Systems: Homa

Courtesy of John Ousterhout, Stanford University

Homa has
50x .. 100x lower 
tail-end latency

over TCP
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Alternatives for Systems-of-Systems: Homa

Homa
- “peacefully co-exists with TCP
-  behaves better in congested networks

MLE is implementing a Homa Accelerator
Rapid, Reliable, Request-Response Protocol
(Quad-R P)
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Our Contact Information

Missing Link Electronics, Inc. 
San Jose, CA 95134, United States

Missing Link Electronics GmbH
89231 Neu-Ulm, Germany

Email contact: sales-web@mlecorp.com

mailto:sales-web@mlecorp.com

